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1  About this quick start guide

This guide explains how to deploy Airlock WAF and APl Gateway on Google Cloud Engine (GCE) conveniently
with only a few clicks.

INFO

Airlock WAF version 7.1 and later can also be deployed manually in laaS cloud environments. To make
the deployment process easier, Ergon provides a generic cloud image, available via our Techzone
download page .

For technical details, limitations and how to provision the Airlock WAF cloud image, please refer to the
Airlock WAF Cloud Image Usage document.

1.1 Licensing information

Airlock WAF and API Gateway is a Bring Your Own License (BYOL) solution. Licenses are available via our Air-
lock sales contact.

Further links

* Information about license parameters: LICENSE PARAMETERS
To buy a license or get sales support, contact airlock-sales@ergon.ch.

1.2 General recommendations

* When deploying Airlock WAF in a cloud environment, make sure to restrict any access to the administra-
tion interface to trustworthy networks.
* |tis recommended to have at least two network interfaces per instance:

o

One dedicated network interface for WAF administration and the connections to the back-end servers.
One or more additional network interfaces to handle the incoming web traffic.

o

* The Airlock WAF active-passive cluster is not supported in a cloud environment. For high availability,
active-active setups with multiple instances sharing the same session store are recommended. See also:
"High-availability and scaling".

1.2.1 High-availability and scaling
The following services are required in order to obtain a high availability setup for Airlock WAF:

* A Redis DB service, to have a central session store for all Airlock WAF instances.
* A load-Balancer, to forward traffic to the WAF instances.

INFO

Some cloud providers offer Redis DB "as a service". Otherwise, the Redis DB service can be set up
individually. At minimum Redis DB version 3.0 is required.
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2 Deploy image in Google cloud service

Chapter-related prerequisites

* You understand basic networking.
* You must be able to sign in to the Google Cloud Platform (GCP) using a Google user account.
* You have a basic working knowledge of Google Cloud services (GCP, GCE) and its GUI control panels:

o

Navigation
Creating instances

* You have enrolled in a free trial with available credit or a payment account set up with GCP.

Further links

* Register a new Google user account: Google account
* Pricing information to use cloud services: Google cloud pricing information

2.1 Hardware sizing of your virtual machine

Depending on your estimated load (i.e. number of parallel HTTP sessions), you have to choose your initial VM
hardware during the deployment process.

See Hardware Sizing and System Requirements Airlock WAF for typical reference values.

2.2 Launch Airlock WAF and API Gateway on GCE

INFO

Visit our product page Airlock Secure Access Hub on Google Cloud to find more information about our
products and the starting point for your new Airlock WAF and API Gateway deployment.

Procedure-related prerequisites
* A public SSH key must be available.

* An Airlock WAF license must be available.
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https://accounts.google.com/signup/v2/webcreateaccount?flowName=GlifWebSignIn&flowEntry=SignUp
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Step by step
1. Click the LAUNCH ON COMPUTE ENGINE button:

Airlock WAF and API Gateway

Ergon Informatik AG
Estimated costs: $0.00/month + BYOL license fee

AIRLOCK®

Secure access management in a digitised world

LAUNCH ON COMPUTE ENGINE

U

v/ The configuration page opens for your new virtual machine (VM) opens.

2. Choose the hardware settings according to your needs.

Deployment name

airlock-waf-and-api-gateway-10

Zone

europe-west6-a -

Machine type

Basic view
Cores

4 vCPU | 2-96

Memory

15 GB 7.5-26

Extend memory

Choosing a machine type [

3. Enter your public SSH key in the format cl oudi nit: ssh-rsa {your_ssh_key}.
Nenpiel= Do not use brackets {}, as they are just placeholders!

Enter your public SSH key here
Format: ‘cloudinit:ssh-rsa {ssh_key}’

cloudinit:ssh-rsa AAAAB3NzaClyc2EAAAABJOQAAAQEAgdpoPIZrUEthAPKThqV
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4. Choose your network interface settings and change the firewall settings if required.

Networking
Network interfaces

default default (10.172.0.0/20) s

@ You have reached the maximum number of one network interface

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet

Creating certain firewall rules may expose your instance to the Internet.
Please check if the rules you are creating are aligned with your security
preferences. Learn more

v Allow TCP port 22 traffic from the Internet
Source IP ranges for TCP port 22 traffic
0.0.0.0/0,192.169.0.2/24

v Allow HTTPS traffic from the Internet
Source IP ranges for HTTPS traffic

0.0.0.0/0,192.169.0.2/24

v Allow HTTP traffic from the Internet
Source IP ranges for HTTP traffic
0.0.0.0/0, 192.169.0.2/24

Allow TCP port 8443 traffic from the Internet
Source IP ranges for TCP port 8443 traffic
0.0.0.0/0,192.169.0.2/24

IP forwarding

On hd

_ Access to the web management console (TCP port 8443) is disabled by default. If you
open port 8443, make sure to restrict access to trusted source IP ranges.

5. Read and accept the GCP Marketplace Terms of Service and click the Deploy button.

DEFIOY«

6. The automatic deployment starts. Wait until the process is finished.

& airlock...eway-9 m STOP @ DELETE

" airlock-waf-and-api-gateway-9 is being deployed

Bu Overview - airlock-waf-and-api-gateway-9
w Ml airlock-waf-and-api-gateway airlock-waf-and-api-gateway.jinja
v @@ airlock-waf-and-api-gateway-vm-tmpl vm_instance.py

C airlock-waf-and-api-gateway-9-vm vm instance

v/ The deployment is now ready to be configured.
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3 Next steps

After successful deployment, the new Airlock WAF instance must be configured. Follow the Suggested next
steps to finalize your installation.

|Z’| NOTICE

The button Log into the admin panel (using SSH) provided by Google will not work, because key

pairs are not provisioned automatically to the Airlock WAF image.

* On the command-line:
Log in via SSH as user root. Use the key pair configured in the previous section.

AIR LO'C K* Airlock WAF and AP| Gateway

SECURE ACCESS Hug  Solution pravided by Ergon Informatik AG

Admin URL https://34.65.65.159:443/ [
Instance airlock-waf-and-api-gateway-10-vm
Instance zone europe-westé-a

Instance machine type nl-standard-4

More about the software

Get started with Airlock WAF and API Gateway

Log into the admin panel SSH |~

Suggested next steps

Buy a license
Please contact Airlock [Z to get a valid license.

Create a GUIl administrator account
Use SSH to access Airlock. Then, use the user manager tool to create an
administrator account.

airlock-user-manager-tool --set -—user admin --password [s;r:-‘:ret]EI

4 4

Create a REST APl key
Use SSH to access Airlock. Then, use the user manager tool to create an API
key for the Airlock REST AP

3 w the generated token
airlock-user-manager-tool --list --user rest-admin -—jwt

Open TCP port 8443 traffic

This firewall rule is not enabled. To allow specific network traffic from the
Internet, create a firewall rule to open TCP port 8443 traffic for target tag
airlock-waf-and-api-gateway-10-deployment”. Learn more L'

If you are using Google Cloud SDK, type the following command in the
terminal:

gcloud —-project=ergon-public compute firewall-rules create "airEI

4 3

Assign a static external IP address to your VM instance

An ephemeral external IP address has been assigned to the VM instance. If you
require a static external IP address, you may promote the address to static.
Learn more [
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You can find further instructions under Documentation and Support below.

Documentation
Airlock WAF cloud deployment guide [7

Support

First, register an account on our service desk. Then, open a ticket. Go to Ergon
Informatik AG support [

Show Support ID

Template properties

More

Further information and links
* A setup guide is available here: Airlock WAF cloud deployment guide
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https://techzone.ergon.ch/files/public/Airlock%20WAF%20Cloud%20Deployment_1.pdf
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